
Desktop virtualization

Desktop virtualization is software technology that sepa-
rates the desktop environment and associated application
software from the physical client device that is used to
access it.
Desktop virtualization can be used in conjunction with
application virtualization and user profile management
systems, now termed “user virtualization,” to provide a
comprehensive desktop environment management sys-
tem. In this mode, all the components of the desktop are
virtualized, which allows for a highly flexible and much
more secure desktop delivery model. In addition, this ap-
proach supports a more complete desktop disaster recov-
ery strategy as all components are essentially saved in the
data center and backed up through traditional redundant
maintenance systems. If a user’s device or hardware is
lost, the restore is straightforward and simple, because the
components will be present at login from another device.
In addition, because no data is saved to the user’s device,
if that device is lost, there is much less chance that any
critical data can be retrieved and compromised and also,
hosted virtual desktops decrease IT budget while increas-
ing productivity.

1 System architectures

Desktop virtualization implementations are classified
based on whether the virtual desktop runs remotely or lo-
cally, on whether the access is required to be constant or
is designed to be intermittent, and on whether or not the
virtual desktop persists between sessions. Typically, soft-
ware products that deliver desktop virtualization solutions
can combine local and remote implementations into a sin-
gle product to provide the most appropriate support spe-
cific to requirements. The degree of independent func-
tionality of the client device is necessarily interdependent
with the server location and access strategy. And virtu-
alization is not strictly required for remote control to ex-
ist. Virtualization is employed to present independent in-
stances to multiple users, and requires a strategic segmen-
tation of the host server and presentation at some layer of
the host’s architecture. The enabling layer—usually ap-
plication software—is called a hypervisor. (Summarizing
from.[1])

1.1 Remote desktop virtualization

Remote desktop virtualization implementations operate
as a client/server computing environment. Application
execution takes place on a remote operating systemwhich
is linked to the local client device over a network using a
remote display protocol through which the user interacts
with applications. All applications and data used remain
on the remote system with only display, keyboard, and
mouse information communicated with the local client
device, which may be a conventional PC/laptop, a thin
client device, a tablet, or even a smartphone. A common
implementation of this approach is to host multiple desk-
top operating system instances on a server hardware plat-
form running a hypervisor. This is generally referred to
as “Virtual Desktop Infrastructure” or “VDI”. It should
be noted that VDI is often used incorrectly to refer to any
desktop virtualization implementation.[2]

Remote desktop virtualization is frequently used in the
following scenarios:

• In distributed environments with high availability
requirements and where desk-side technical support
is not readily available, such as branch office and re-
tail environments.

• In environments where high network latency
degrades the performance of conventional
client/server applications

• In environments where remote access and data se-
curity requirements create conflicting requirements
that can be addressed by retaining all (application)
data within the data center with only display, key-
board, and mouse information communicated with
the remote client.

It is also used as a means of providing access to Windows
applications on non-Windows endpoints including tablets,
smart phones and non-Windows-based desktop PCs and
laptops.
Remote desktop virtualization is also used as a means of
resource sharing, to provide low-cost desktop computing
services in environments where providing every user with
a dedicated desktop PC is either too expensive or other-
wise unnecessary.
For IT administrators, this means a more centralized, ef-
ficient client environment that is easier to maintain and
able to respond more quickly to the changing needs of
the user and business.[3][4]
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2 1 SYSTEM ARCHITECTURES

1.1.1 Presentation virtualization

Remote Desktop Services (formerly called Terminal Ser-
vices) is a server-based computing/presentation virtual-
ization component of Microsoft Windows that allows a
user to access applications and data on a remote computer
over a network using a remote display protocol called
RDP. Another leading example of presentation virtual-
ization is Citrix XenApp. Remote Desktop Services is
functionally similar to VDI in that it hosts the users’ desk-
top environments on remote servers; however it differs
from VDI in two important ways.

1. Where a VDI service provides individual desktop
operating system instances (e.g. Windows XP,Win-
dows 7, etc.) for each user, Remote Desktop Ser-
vices sessions run in a single shared server operating
system (e.g. Windows Server 2008 R2, Windows
Server 2012, etc.).

2. Where VDI is designed to deliver full desktop en-
vironments, Remote Desktop Services can provide
connections to both individual applications or full
desktops as needed.

The use of a single shared server operating system instead
of individual desktop operating system instances con-
sumes significantly fewer resources than the same num-
ber VDI sessions. At the same time VDI licensing is
both more expensive and less flexible than equivalent Re-
mote Desktop Services licenses. Together these factors
can combine tomake Remote Desktop Services-based re-
mote desktop virtualization more attractive than VDI.[5]

Remote Desktop Services is generally understood to refer
to the Microsoft Windows component, however an open
source remote desktop protocol server - named 'xrdp' - is
under development.[6]

However, VDI implementations allow for delivering a
personalized workspace back to a user, which retains all
the user’s customizations. There are several methods to
accomplish this. One is to deliver fully persistent VM
desktops, in which a user gets a dedicated desktop that
functions essentially as their own PC. Another mode is
to deliver non-persistent desktops which do not include
user personalization. These are VM desktops delivered
from a pool which are then used for a session and re-
turned to the pool. This approach has the advantage of
keeping VM desktops “clean” as nothing is saved to the
image by the user. Non-persistent desktops can be paired
with user virtualization technologies to deliver user pro-
files and customizations (and all profiles settings, appli-
cation data settings, configuration and user data), to the
user upon login. The user profile is matched with a non-
persistent desktop providing an experience that is very
little different from a PC. All changes made to the user
profile are saved to the profile and are restored to the user
upon their next login. However, the VM is returned to
the pool with no changes saved to it.

1.2 Application virtualization

Application virtualization improves delivery and compat-
ibility of applications by encapsulating them from the un-
derlying operating system on which they are executed.
A fully virtualized application is not installed on hard-
ware, in the traditional sense. Instead, a hypervisor layer
intercepts the application which at runtime acts as if it
is interfacing with the original operating system and all
the resources managed by it, when in reality it is not.
Examples of enterprise application virtualization soft-
ware include Citrix XenApp, Microsoft App-V, VMware
ThinApp and Systancia AppliDis. Liquidware Labs of-
fers a slightly different approach to application virtualiza-
tion with its FlexApp feature in its ProfileUnity solution.
FlexApp does not virtualize the application, instead it vir-
tualizes the location of the application.

1.3 User virtualization

User virtualization separates all of the software aspects
that define a user’s personality on a device from the op-
erating system and applications to be managed indepen-
dently and applied to a desktop as needed without the
need for scripting, group policies, or use of roaming pro-
files. The term “user virtualization” sounds misleading;
this technology is not limited to virtual desktops. User
virtualization can be used regardless of platform – phys-
ical, virtual, cloud, etc. The major desktop virtualization
platform vendors, Citrix, Microsoft and VMware, all of-
fer a form of basic user virtualization in their platforms.

1.4 Layering

Desktop layering is a method of desktop virtualization
that divides a disk image into logical parts to be man-
aged individually. For example, if all members of a user
group use the same OS, then the core OS only needs to be
backed up once for the entire environment who share this
layer. Layering can be applied to local physical disk im-
ages, client-based virtual machines, or host-based desk-
tops. Windows operating systems are not designed for
layering, therefore each vendor must engineer their own
proprietary solution.

1.4.1 Desktop as a Service

For Data as a Service (DaaS), see Data as a service.

Remote desktop virtualization can also be provided via
a Cloud computing similar to that provided using a
Software as a service model. This approach is usually
referred to as Cloud Hosted Virtual Desktops. Cloud
Hosted Virtual Desktops are divided into two technolo-
gies: Managed VDI, which is based on VDI technology
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provided as an outsourced managed service and Desktop-
as-a-Service (DaaS) which provides a higher level of au-
tomation and real multi-tenancy reducing the cost of the
technology. The DaaS provider typically takes full re-
sponsibility for hosting and maintaining the compute,
storage, and access infrastructure, as well as applications
and application software licenses needed to provide the
desktop service in return for a fixed monthly fee. For
example, VMware’s Horizon DaaS, based on VMware’s
acquisition of Desktone, is a monthly fixed rate DaaS
service.[7] Amazon’sWorkSpaces onAmazon EC2 is also
a monthly fixed rate.[8]

Cloud hosted virtual desktops can be implemented us-
ing both VDI and Remote Desktop Services-based sys-
tems and can be provided through public cloud, private
cloud infrastructure, and hybrid cloud platforms. Pri-
vate Cloud implementations are commonly referred to as
“Managed VDI”. Public Cloud offerings tend to be based
on Desktop-as-a-Service technology.
The US Company Desktone, which was acquired by
VMware in October 2013,[9] has the trademarks on the
expressions “desktops as a service” and “DaaS” from the
U.S. Patent and Trademark Office [10]

1.5 Local desktop virtualization

Local desktop virtualization implementations run the
desktop environment on the client device using hardware
virtualization or emulation. For hardware virtualization,
depending on the implementation both Type I and Type
II hypervisors may be used.[11]

Local desktop virtualization is well suited for environ-
ments where continuous network connectivity cannot be
assumed and where application resource requirements
can be better met by using local system resources. How-
ever, local desktop virtualization implementations do not
always allow applications developed for one system ar-
chitecture to run on another. For example, it is possible
to use local desktop virtualization to run Windows 7 on
top of OS X on an Intel-based Apple Mac, using a hyper-
visor such as VirtualBox, Parallels Desktop for Mac, or
VMware Fusion, as both use the same x86 architecture,
and it was possible to run Windows on a PowerPC-based
Mac using Virtual PC.
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