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1. KEYWORDS

· AHLTA, Local Cache Server, Failover, Firewall, Performance, Clinical Data Repository (CDR), Tuxedo, tux.env, Domain Name Service (DNS), On-Demand
2. PURPOSE

· To describe the process and procedures to place a workstation or an entire MTF into failover mode due to severe degrade in performance of the AHLTA application without the actual loss of connectivity to the Clinical Data Repository (CDR).
3. SCOPE

· Applies to all DoD Military Treatment Facilities (MTF) operating AHLTA with severe performance problems,  This SOP does not address general local cache failover when an MTF is disconnected from the CDR.

4. REFERENCE

· Local Cache Concept of Operations
5. PARTICIPANTS AND RESPONSIBILITIES

· AHLTA Program Manager (PM), or Designee 

· AHLTA Project Officer 
· Members, On-Demand Failover Work Group

· Tri-Service Infrastructure Management Program Office (TIMPO)

· Defense Information Systems Agency (DISA)

· Military Treatment Facilities 

· Commander

· Chief Information Officer

· AHLTA User

6. BACKGROUND

· Normal failover mode of AHLTA occurs when the Clinical Data Repository (CDR) is no longer accessible by the user, either because the CDR is down or because connectivity to the CDR fails.  

· Failover does not occur simply because performance is poor

· The purpose of “On-Demand” failover is to allow a single AHLTA client or an entire MTF to enter into failover mode due to severely degraded performance of the application.  

· During On-Demand failover only the clients will be disconnected from the CDR.  The LCS and CHCS I system will remain connected to the CDR.
7. PROCEDURES

· Determine if it is appropriate to invoke On-Demand failover mode  [Chief Information (CIO) or User]
· Log on to the MHS E2E Web site (https://mhse2e.med.osd.mil/)
· Review TAPM, AppMgr latency and throughput (normally data is a minimum of 2 hours behind actual time)
· Remember that if network performance is severely degraded at the MTF, it may also delay the performance data reaching the E2E web site as well.
· Check the Multi Router Traffic Grapher (MRTG)

· MRTG is the performance of the network measured between 2 routers.  
· If the round trip MRTG is greater than 400ms, it may be a good indicator the site will need to failover
· Discuss with the user (subjective data)

· Users are reporting the system is too slow to conduct work and is impacting patient care

· If the decision is to invoke On-Demand failover there are two ways:
1. Failover entire MTF

2. Failover by workstation

· Procedure to failover an entire MTF:
· Submit a ManageNow ticket by:
· Call the MHS Help Desk at 800-600-9332; for OCONUS numbers see Appendix A

· E-mail: mailto:help@mhs-helpdesk.com 
· Via website (https://managenow.mhs-helpdesk.com/) 
· Fax: (210) 767-0449
· Submit an MI-CCB notice to document the event

· Modify the local firewall to block the desired IP addresses of the local workstations from reaching the Tuxedo Transaction Manager (TuxTM) servers on port 50,001.  To obtain the IP addresses of the TUXTM server, refer to the site’s AHLTA Ports & Protocols (PPS) document or contact DISA MHS Helpdesk.  The IP address of the LCS should not be included in this change
· Note:  It is recommended that a workstation be left in normal mode either within the MTF or the IMD shop to periodically test AHLTA performance to aid in the decision to return to normal mode
· Procedure to failover selected workstations
· Submit a ManageNow ticket
· Submit an MI-CCB notice to document the event

· At the first of the selected workstations, ask the user to save their work and log out of AHLTA

· Change the workstation by either:
1. Modifying the tux.env file
· At one workstation under the C:\ program files\ch2cw\data\ini\
· Rename the tux.env file to tux.normal

· Start the AHLTA client
· You will be prompted for the IP address and port number of the TuxTM server
· Follow the on screen instruction and enter a local IP address that is not used by any computer and a port number of other than 50,001 (4040)
· Click Finish/OK and allow the AHLTA client to start in failover mode (You will need the site test account and password)
· Once you’re in failover mode perform a function test
· Logoff /close the AHLTA client

· Copy the tux.env and tux.normal files from the workstation to a diskette or thumb drive
· Start the AHLTA client and have the user log back into AHLTA

· At each subsequent workstation

· Have the user save their work and log out of AHLTA

· Copy the files from the diskette or thumb drive to the workstation
· Start the AHLTA client and have the user log back into AHLTA
2. Modifying the workstation routing table

· Click START, Run, and enter “cmd”, click OK

· For each of the TuxTM servers, add a route statement as follows:

· Route add y.y.y.y z.z.z.z
· Where y.y.y.y is the IP address of the TuxTM server and
z.z.z.z is a local IP address not currently used by any computer

· Start the AHLTA client and it will come up in failover mode

· Decision to return to Normal mode
· Log on to the MHS E2E Web site 

· Review TAPM, AppMgr latency and throughput (normally data is a minimum of 2 hours behind actual time)
· Check the Multi Router Traffic Grapher (MRTG)

· MRTG is the performance of the network measured between 2 routers  

· If the round trip MRTG is less than 400ms, it may be a good indicator the site can revert to normal mode

· Periodically perform functional testing on a workstation in the IMD shop that is running in normal mode and report when the system is performing normally (subjective data)

Procedures for returning the entire MTF to normal mode
· Submit a ManageNow ticket

· Submit an MI-CCB notice to document the event

· Have the firewall administrator disable or remove the rule to block workstation access to the TuxTM servers on port 50,001

· Once the changes are made, instruct the user to save their current encounters, log off and log back in to AHLTA

Procedures for returning A WORKSTATION to normal mode

· Submit a ManageNow ticket

· Submit an MI-CCB notice to document the event

· Instruct the user to save their current encounters and log off/close the AHLTA application

· Change the workstation back by either

1. Modify the tux.env file

· Renaming the tux.env file to tux.failover

· Rename the tux.normal to tux.env
· Start the AHLTA client and have the user log back into AHLTA
2. Modify the workstation routing table

· Click START, Run and enter “cmd”, click OK

· For each of the TuxTM servers delete the route statement as follows:

· Route delete y.y.y.y
· Where y.y.y.y is the IP address of the TuxTM server
· Start the AHLTA client and have the user log back into AHLTA
8. REVIEW

· This SOP should be reviewed as necessary, but no less than annually
9. APPROVALS

· Include an approval statement, signature block and date. 
Clinical Information Technology Program Office On-Demand Failover SOP is approved by Lt Col Wallace.   
Signed-See Central Files for signature
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APPENDIX A
	Accessed from: 
	Access Number

	  Belgium 

  Germany 

  Greece 

  Guam 

  Italy 

  Japan 

  Korea - U.S. Army  installations 

  Korea - All other installations 
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  Spain 
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  00800-12-5629 
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