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1.0 Overview


This policy defines the backup policy and procedures for the Essentris System within the Military Treatment Facility (MTF).  It is designed to protect Patient Health Information (PHI) in the organization to be sure it is not lost or compromised and can be recovered in the event of an equipment failure, intentional destruction of data, or disaster.  The procedures detailed below apply to all Defense Health Information Management System (DHIMS) managed sites equipment and data that is operated by the MTF Information Management Department.
2.0 Referenced Documentation

                     Document Title






 Author

	System Administrator’s Training Manual: Contingency Plan Roles & Responsibilities
	CliniComp International

	System Administrator’s Training Manual: Tape Backup Roles & Responsibilities
	CliniComp International


3.0 Data Integrity and Continuity Standards

The data continuity requirement is designed to ensure that all records have an identifiable source throughout its life. Within Essentris, data continuity is maintained by Essentris through the CCIDB where each transaction is recorded and stored redundantly. A separate transaction is generated and stored for any modification to an original record. The system associates the users SIC to each record, which identifies the origination source for all recorded transactions.

Data integrity is designed to detect and minimize inadvertent modification or destruction of system data. In addition to the CCIDB recorded transactions, Essentris maintains real-time visibility of data changes by presenting modified data on the display screen in reverse video. Information previously saved and deleted will appear on the display screen as a gray box. All edits require confirmation by the user performing the change. Essentris also provides the capability to configure the Notes Application to prohibit any edits or restrict accessibility to only the user that originally stored the data. Functional users access Essentris through the application and, therefore, do not have the UNIX permissions necessary to modify or delete data stored in the CCIDB.
4.0 Backup Procedures
All Essentris data is continuously updated and stored redundantly.  Essentris data must be backed up on a daily basis for recovery purposes in the case of a catastrophic full system failure.  The CliniComp System Administrator (CSA) is responsible for notifying the System Administrator if the backup fails and ensuring the backup logs are update.  The Essentris system is configured to synchronize backups for all production data and process files, including the database, master files, supporting data, and all required processing and support software. 
Refer to the “Tape Backup Roles & Responsibilities” for backup definitions, processes, and the intended roles and responsibilities for data backup procedures 
5.0 Data Retention

Essentris data is to be stored indefinitely.  Essentris data should never be erased or purged.

6.0 Data Restoration
There are several situations where data will need to be retrieved from the back up tape set(s). Please reference the “Contingency Plan Roles & Responsibilities” documentation for restoration procedures for several restoration scenarios. 
7.0 Tape Drive Cleaning


Tape drives shall be cleaned whenever the Tape Cleaning indicator on the drive indicates cleaning is required.
8.0 Age of Tapes


The date each tape was put into service shall be recorded on the tape. Tapes that have been in rotation longer than 1 year shall be properly destroyed and replaced with new tapes. 

9.0 Testing


The ability to restore limited data from backup tapes to the test server shall be tested at least once per year in coordination with CCI. 

10.0 Off-Site Tape Storage

The site should have sufficient physical tapes as to provide off-site rotation on a monthly basis. (Minimum). Tapes should be re-located in such a place as to protect them if the local site becomes damaged or destroyed. Proper labeling and handling of the PHI tapes is required when transporting the tapes.
11.0 Compliance
Site Administrators are responsible for bringing their site in compliance with the above policy and must submit a memo detailing their compliance plans within 30 days of receipt for existing sites or 30 days of Go-Live for new sites.
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