Keeping Your Wireless Network Secure
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Because they use radio signals, wireless networks are inherently vulnerable to hackers. All it takes to breech an unsecured wireless network is a wireless-enabled notebook or PDA, some free downloadable software and a bit of spare time. That's why any wireless network, whether for Mom and Dad at home or an enterprise with thousands of employees, needs to take wireless security seriously. Surprisingly, many do not. Of 500 firms recently polled by Jupiter Research, less than half have implemented security solutions for their wireless networks. 
As consumers bring more and more home wireless networks online, the need for good security will only increase. Despite the known weaknesses of older wireless security provisions, a plan that uses a combination of old and new security features can keep out all but the most determined hackers. And more recent security measures do a much better job of protecting wireless network traffic from prying eyes. We'll give you details about the latest in wireless security, tell you what you need to know to secure your network and show you how to deploy the latest security features. 
A Little Background
In 1997, the IEEE adopted the encryption-based WEP (Wired Equivalent Privacy) standard as a means to ensure wireless security. We still recommend that home or small-office users enable WEP, especially if it's the only security available to them. (Some older hardware cannot support the newest technology.) WEP protects your network the way a locked front door protects your home: It keeps most people honest, and sends most hackers looking for easier prey. 
In early 2001, several research groups revealed WEP's weaknesses and, subsequently, a number of readily available utilities were developed to "crack" WEP keys. Fortunately, IEEE's 802.11i taskforce is working on a standard dedicated to providing rock-solid security, though ratification is not expected until the first or second quarter of 2004. Meanwhile, the Wi-Fi Alliance adopted an interim standard for wireless security called WPA (Wi-Fi Protected Access) in the fall of 2002 and began interoperability testing on it in April 2003. Currently, all major manufacturers use WPA-compatible chipsets, and all products submitted for Wi-Fi certification must also pass WPA interoperability tests. 
WPA is a subset of the upcoming 802.11i standard and should be compatible with the final version. Its design is such that existing hardware can be upgraded with firmware and drivers if the manufacturers release them. Only the newest products we've seen at ExtremeTech and PC Magazine Labs have WPA capabilities, but that will change rapidly as WPA is now mandatory for Wi-Fi certification. 
WPA is designed to address WEP's weaknesses of WEP, and uses the Temporal Key Integrity Protocol (TKIP) for encryption and another IEEE security standard. It uses Extended Authentication Protocol, which uses 802.1x for authentication and key distribution, and Message Integrity Check (MIC) to protect against forgeries and replay attacks. As TKIP's name implies, it can dynamically change the encryption key used to send data across the network between authenticated network nodes. It can even use a different key for every single packet of data sent. The basic idea is simple: It's much harder to hit a moving target. 
WPA supports two modes of operation. Preshared key mode is appropriate for small offices and homes that don't have existing authentication infrastructures. A shared "secret" key is configured in the access point, as well as the client. As is the case with WEP, if an intruder ever got their mitts on this key they'd have free run of your network. But WEP uses a single key for all network transactions, and because this code never changes, it's easier to infiltrate WEP. But with WPA, the keys are changed so frequently that it becomes all but impossible to hack into a WPA-enabled wireless network. 
To deploy WPA in enterprise mode, you must deploy RADIUS-based authentication servers then select an EAP (Extensible Authentication Protocol) type as well as 802.1x supplicants (clients) for the wireless stations. Although this sounds like a lot of work, the effort is not wasted, as the authentication and key distribution infrastructure should then mesh seamlessly with the forthcoming 802.11i standard. For more information on WPA, visit the Wi-Fi Alliance Web site . 
Tips for Ironclad Wireless Security
To keep your data and traffic secure, be sure to do the following: 
· Change the default SSID (network name) on your router/AP. The default SSIDs of commonly available hardware are well known to hackers. Your SSID should not contain information that would give away your company name or location. 
· If your router/AP supports it, consider disabling the SSID broadcast. It will prevent the casual war driver from detecting your network. 
· Change the administrator's password on your router/AP. Hackers know the default passwords for all of the major hardware brands and, with your password, could reconfigure your router/AP, leaving you unable to access it. 
· Turn on the highest level of security that your hardware supports. Even if you have older equipment that supports only WEP, be sure to enable it, using the 128-bit setting. Despite its bad rap as an ineffective solution, it will still deter most hackers. 
· Check your hardware manufacturer's Web site for firmware and driver upgrades. Most provide updates that include WPA support for recent products. 
· Consider implementing media-access control (MAC) filtering, which lets you specify a list of MAC addresses for wireless network adapters allowed to access the network; excluding all others Skillful hackers can "spoof" a valid MAC address to gain entry to your network, but it's one more barrier to entry that will make them move on to easier prey. 
· If your router/AP supports SNMP, change the community names to non-obvious choices. This will prevent hackers from managing your device using standard community names and SNMP management software. If you don't use SNMP, disable this feature (if you router allows you to). 
· Carefully consider the placement of each router/AP. If you don't need wireless access outside your building, place your APs toward the center of your home or office to minimize how much signal radiates outside. 
· Perform your own security audit. Using Windows 2000 or XP, or software such as Network Stumbler on your notebook or PDA, walk around the perimeter of your building and find out what a would-be hacker might see. 
· If you have a limited number of wireless clients, consider providing them with static IP addresses, and then disable DHCP on your router. This will make it more difficult for a hacker to learn about your network. 
· In an enterprise, consider placing your wireless LAN in a separate VLAN, and have your wireless clients tunnel into your network using VPN software. This approach is an especially good idea if your hardware doesn't support WPA and cannot be upgraded to support it. VPNs provide secure, industry-standard IP Layer 3 encryption. Small to midsize office products, such as the Netgear FVM318 or SonicWall SOHO TZW, let you isolate your wireless LAN from your wired LAN and use VPN technology for secure connections between the two network segments. However, these two products currently support only 802.1. 
· When using public hot spots, be aware that they are very insecure. All the network traffic between your notebook or PDA and a hot spot's AP will be unencrypted, since virtually no hot spot provider enables security. If you frequently use public hot-spot services, run firewall software like ZoneAlarm and be sure to disable Windows file and print sharing. 
· If you have VPN software, consider using it. That way, all of your network traffic at the hot spot will be encrypted from your notebook to your VPN endpoint. 
· Turn off file and print sharing on your computer. Most hot-spot access points do not prevent client-to-client traffic, so the person sitting across from you in the coffeehouse could be poking around in your shared directories on his notebook. 
 

Implementing WPA on Your Wireless Network
Even if you've enabled WEP (Wired Equivalency Protocol) encryption, the flaws in that standard are well-documented, and hackers can pretty easily break into WEP-protected network. You need WPA (Wi-Fi Protected Access), a far stronger protocol that fixes the weaknesses in WEP. 
Here we'll take you through the process of upgrading your networking equipment and enabling WPA security for your home WLAN. To upgrade your wireless security to WPA, you must have three critical components: 
· an access point (AP) or wireless router that supports WPA 
· a wireless network card that has WPA drivers available 
· a client (called a supplicant) that supports WPA and your operating system 
WPA replaces WEP in small-office or home routers, so moving to WPA is an all-or-nothing proposition. For you to consider an upgrade, every wireless device on your network must have WPA capabilities. This includes any wireless bridges you might use for your Microsoft Xbox (or other gaming device), digital camera, thin media clients, home audio gateway, and print server. 
If you haven't purchased wireless hardware already, you should know that buying WPA-capable networking gear is easy. The Wi-Fi Alliance began certifying products for WPA interoperability in April, and all new products submitted for certification after August 2003 must have WPA capability. 
Any product that passes Wi-Fi WPA compatibility testing will have the Wi-Fi-Protected Access box checked on its package label. 
You can also visit the Wi-Fi Alliance's Web site and search for WPA-certified products. 
It may be impossible to upgrade your legacy wireless networking hardware, but be sure to check your hardware maker's Web site for WPA upgrades. WPA's design is such that legacy wireless hardware can be upgraded via drivers and firmware, but because wireless gear product cycles are only about six months, most manufacturers do not provide WPA upgrades for legacy products. If you find WPA support, it will probably be for relatively new products. If you don't find driver upgrades for your hardware, you'll either have to buy new equipment or live with WEP and MAC address filtering. 
For this article, we selected the Linksys WRT54G broadband router and the Linksys WPC54G client card. Both products are widely available and have online driver and firmware upgrades for WPA. 
Update Your OS
Adding WPA support to your OS is the easiest part of the process is. Microsoft provides a free WPA upgrade, but it only works with Windows XP. If you are running an OS other than Win XP, you'll need third-party client software, called a supplicant. The client software is available from either Funk Software or Meetinghouse Data Communications For now, we'll assume that you're running Win XP. 
The WPA client is not available as an automatic Windows update. You can find it in the Microsoft Knowledge Base Article 815485. Download the file into a new directory then double-click to install. (The file is self-extracting and self-installing.) Once you've installed the update, reboot your machine. The software adds additional dialog boxes to the Network Control Panel to support WPA's new authentication and encryption options. Make sure the update has installed by opening the Control Panel (double-clicking on Add or Remove Programs) and make sure Windows XP Hotfix (SP2) Q815485 appears on the list of installed items. 
Update the Firmware
Now you need to download the upgrades for your router and network cards. We recommend that you download everything before upgrading anything. For the Linksys router, this link will take the firmware download page for the .WRT54G. 
From here, you can choose to download the firmware file, manually update your router or use an automatic update program. We'll use the automatic utility. If you need to download drivers for your wireless adapter, follow the same procedure and enter the name of your adapter (WPC54G), then download the file Wpc54g_driver_utility_v1.21.zip to an empty directory, such as C:\downloads\linksys. Click on the link to download the utility and save the file on your computer. Once the download is complete, click on Open. Now follow the steps in Figure 4 to complete the upgrade. 
After your router reboots, log on to it. We strongly recommend using a wired connection to change the security settings, because if you change the settings wirelessly, you won't be able to communicate with your router until after you've configured your client. 
Configure WPA Settings
Your router's home page will change as a result of the firmware upgrade. To set up the WPA encryption for your router, click on the Enable button and then Edit Security Settings selection. 
The following section has your WPA options to review: 
· In the Security Mode field, select WPA Pre-Shared Key (no authentication server required). 
· For WPA Algorithms, select TKIP. This is the approved and certified algorithm. Though some products support AES (Advanced Encryption System), interoperability among various vendors' products hasn't been certified yet. That testing among different hardware makers' wares won't happen until the 802.11i spec is ratified sometime next year. You could try AES on your router and client; if it works, AES provides even greater security than WPA. 
· For the WPA Pre-Shared Key, create a key that won't be easily compromised. Write it down, as you'll need to enter the same key when you configure your network card. 
· Leave the Group Key Renewal row set at 3600, then click on Apply. 
Update Your Network Card
Now you're ready to update your network card. 
· Unzip the driver file you downloaded earlier. The directory where you unzipped the file contains the driver you need (Bcmwl5.sys) along with the INF file. Make a note of this location. You can uninstall the old drivers from the Add or Remove Programs applet and reinstall the entire package you've downloaded, but it's much easier to update the driver via the Device Manager. 
· From the Control Panel, double-click on the System icon and click on the Hardware tab. Click on Device Manager. 
· Right-click on the wireless adapter. 
· Select Properties and click on Driver. If your card hasn't been upgraded, you'll see a driver date prior to 5/26/2003. If you driver is dated May 26 or later, it already supports WPA. You can click on Cancel and jump to the step that shows the Wireless Networks dialog. 
· Click on Update Driver. 
· Tell the wizard to search specific locations for the driver. Type in the directory where you unzipped the upgrade file. 
· Click on Next. 
· The updated driver will show a date of 5/26/2003 or later. 
Don't give up yet. We're almost finished! 
· Open the Network applet in the Control Panel, right-click on your wireless card, and click on the Wireless Networks tab. 
· In the Available networks window, select the name of your network. This is the same as the SSID (network name) you configured in your router. 
· Click on Configure. 
· Under Network Authentication, select WPA-PSK. If you don't select the correct authentication mode, you won't be allowed to select the correct encryption mode (TKIP). If you leave network authentication set to Open, the only encryption options you'll see are WEP or Disabled. 
· In Data encryption, select TKIP (or AES if you selected AES earlier). 
· In Network key, type in the same WPA Shared Key you entered into the AP configuration and type it again under Confirm network key. Then click on OK. 
Because you enabled WPA security on your AP previously, you should be able to associate with your access point and use the network as you did before once you've completed the client configuration. Now you have a very secure wireless link. 
