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Multiple-User Workstation Sign-On:
Enhancing AHLTA Utilization
Background:

The use and acceptance of AHLTA for clinical care varies by MTF.  This variation is often due to the real or perceived impact of AHLTA on clinical efficiency.  As discussed at the Second AMEDD EMR Summit, there is currently great disparity in how Information Assurance (IA) rules are being applied at various MTFs as relates to multiple users signing onto a single PC.  The efficient use of AHLTA requires that multiple users use the PC in the clinical exam rooms, treatment rooms, vital sign rooms and often front desk and nursing areas.  Presently, the use of multiple user logon to a single PC requires the commander to make a determination of risk versus IA benefit.  The risk can be mitigated by having only password-secured applications on the exam room PC and using a generic LAN account sign-on that only opens the computer LAN session that is known only to specific clinic members.  Without multiple user sign-on, a user who enters the exam room must sign the PC onto a LAN session each time he or she goes into the room.  Opening a new LAN session and logging into AHLTA typically takes about one (1) minute.  If the previous user has locked the terminal, the next user must turn off the PC to clear the session and start a new session for him/her.  This process may take three (3) to five (5) minutes.  The discussion of these issues and lack of standardized direction for the MTF commanders ended when TSG directed at the summit that a memorandum be prepared to request reconsideration of this regulation, with the AMEDD using multiple user login in a standardized fashion until a permanent, more secure, solution could be found.  It appears that the next Microsoft® Operation System (Vista™) will provide an enterprise solution at no added cost.  It should be noted that the request for a MEDCOM-wide extension to the time-out period requirement to four hours only for workstations in treatment rooms is approved.  This will help make the use of medical IT systems in examination rooms more efficient.   This paper reviews the current interim solutions and suggests common configurations that can help multiple users effectively utilize a single exam room PC until permanent enterprise solution with reduced information assurance risk can be deployed.
Issue: The AMEDD needs a method to allow multiple users to sign onto the same workstation in a manner that maximally reduces Information Assurance risk while allowing efficient medical care to be delivered. In clinics these multiple user locations may be at the front desk, in the exam room or treatment areas.  The impact of efficient care affects the providers, administrative staff and nurses. There are two primary ways to accomplish multiple user PC sign-on:

Generic LAN Account: A generic LAN account can be created that allows the PC to be logged into the LAN.  This will allow the computer to run multiple iterations of AHLTA so that each user can be securely signed into AHLTA using his or her own AHLTA password.  Users can access the internet using their AHLTA password.  The IA risk occurs because the actions of each individual user can not be tracked outside of programs that require secure password log-in.  Risk mitigation is to only load programs that require a secure password access onto any PC that allows the use of a generic LAN account.

Fast User Switching (FUS): Microsoft Windows™ XP has a feature that makes it possible for multiple users to have their own LAN account running on the same PC simultaneously.  Users can quickly switch between individual sessions running on the computer.  This FUS does not require other sessions to be closed and a user can only access his or her session by using their individual password.  Using this method, the transition between users takes less than five seconds instead of minutes.  The IA risk that is present is the same as with any computer logon, which is that a person can forget to close their session when they leave the room.  Presently the Microsoft XP operating system does not allow FUS in a domain and all AMEDD MTFs operate on domain configurations.
. 
Future Enterprise Solution: 
Professional & higher versions of Microsoft Windows Vista will include the capability of Fast User Switching on domains.  This software will reportedly be released during FY 2006 with likely AMEDD-wide fielding during FY07.  Once in place, this will provide the mechanism to permit efficient multiple user PC access in almost all our environments. 

Interim Solutions: 

Xyloc™ is a hardware solution offered by Ensure Technologies™. It consists of a USB device plugged into each workstation and an ID card containing a transmitter that is carried by each user. When the user approaches a workstation, the card signals the PC to log the user into the workstation.  If additional software has been purchased and appropriately configured, Xyloc can also log the user into specific programs on the PC. When the user walks away from the PC, the loss of transmitter signal results in the locking of the workstation.  This lock is the same as manually locking the computer with the CTRL-ALT-DEL keys.  If the user returns to the workstation, they are logged back in by the badge. When the next user approaches the computer, their badge will signal the computer to log the previous user off and log them into the computer.  This process does not require manual entry but still takes several minutes as noted above.  

DUST is a software solution offered by Way Beyond Computing, Ltd. It consists of a client-side software program installed on each workstation.  DUST allows the equivalent of Microsoft XP’s™ Fast User Switching on a domain.  In combination with Windows XP, it provides the equivalent of the solution that Microsoft Vista will soon deliver.  In testing, the software has performed fine with AHLTA.  With three user accounts running simultaneously, there was no apparent decrease in system responsiveness.  With any FUS, there is a potential that multiple accounts running simultaneously will slow PC performance.  This can be mitigated by ensuring that the number of active accounts is kept below a fixed level and likely requires restarting the PC once each day.
Cost Comparison:

Xyloc costs approximately $200 per user based upon GSA cost schedule (price varies with volume licensing) and requires approximately 1 FTE as a database administrator for every 600 users (based upon the experience of Xyloc use at Fort Leonard Wood).  In addition to database administrator costs, there are additional costs for the purchase and installation of a SQL server and hardware replacement.  Assuming approximately 60,000 AMEDD users, this is a cost of approximately $12 million.
DUST costs $12.50 per user, with a 60% volume discount.  The cost is for a lifetime user license and there is no maintenance tail or hardware.  The software will require initial loading, but personnel support should be small when compared to that of Xyloc.  Assuming the same 60,000 users, the result is an approximate cost of $450,000.
Discussion: The Xyloc solution does not address the primary issue of allowing multiple users on a single workstation and improving efficiency.  It only provides for enhanced security by locking the workstation when the user steps away.  The Xyloc application works for this limited role in proximity securing in multiple system configurations.  During a brief by Mr. David Shook, Senior Vice-President of Ensure Technologies, when asked what the benefit of Xyloc would be if Fast User Switching were in use, he responded that the only advantage Xyloc provides in a Fast User Switching configuration is proximity detection. There is little or no speed advantage.  With this information and the knowledge that the Microsoft Vista operating system will allow FUS in a domain environment, the use of Xyloc as a means of allowing multiple user sign-on to a PC is not considered viable.  Further, the cost for enterprise use estimated at $12 million would have to be considered against the limited benefit of proximity security and the personnel and equipment maintenance cost.  For the purpose of this paper the following Courses of Actions (COA) were felt to be feasible as interim solutions:
Possible Interim Courses of Action:


COA 1. Generic Account – A defined group of users use a generic login to a LAN session to run multiple individual iterations of AHLTA using their personal AHLTA password.  Risk mitigation will occur by only loading required password-protected programs such as AHLTA, CHCS, DynPacs, and MUSE on the PCs that allow Generic LAN Account Sessions.  
COA 2. DUST – Multiple users log onto a single workstation using the equivalent of FUS on a domain.  The user can switch among active sessions at any time, without logging the other users off their session.  Individual users cannot open another user’s session, which remains password-protected.

COA 3. Single Account – This is the current configuration that allows only one user to use a PC at a time.  It remains appropriate now and in the future for individual workstations such as offices.  
Recommendations:   Implement all three COAs in the appropriate functional scenario.
1. COA1 - Immediately approve COA1 for AMEDD use with risk mitigation as noted.  The configuration should include the MEDCOM wide four (4) hour time-out for the generic account and shorter interval timeout for each password protected program on the exam room PC.  This will help improve the efficiency of ALHTA use and its acceptance.  This COA should largely cease when either DUST or Microsoft Vista is deployed allowing FUS on a domain.  

2. COA2 - The AMEDD should proceed to full MTF testing of DUST.  If no issues are identified, the purchase of an enterprise license should be based upon the expected date of availability of the Microsoft Vista operation system.  The use of DUST would be discontinued with the fielding of MS Vista.  The $450,000 investment will likely result in a rapid ROI based upon improved use and satisfaction with AHLTA.  The current multiple user issue is part of what is perceived as a “speed” issue with AHLTA.

3. COA3 – This should remain in place in areas with single-user workstations.  This will minimize the chance of system slowness through multiple account use.  In these areas the speed at which users can switch is not as critical as during scheduled patient care.
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