August 2004 Revisions
Appendix A: Common User Roles
Below are descriptions of common user roles available in the Composite Healthcare System II (CHCS II) Security Matrix (version 9.8).  Military Treatment Facilities (MTFs) are responsible for implementing local processes.
For Nurses, Medical Technicians, Admin Clerks, and Coders, select a role based on what the user does rather than the job title.

The following two sections have been developed to assist each MTF in selecting the appropriate roles for its end user community.  The first section provides a description of each user role by listing the various privileges assigned to that role.  The second section provides a decision table to assist each MTF in selecting the most appropriate role for each member of the end user community, based on the user’s daily tasks in the clinic.
NOTE:  The Clinical Practice Guidelines (CPG) (with the exception of Questionnaires), Ad-Hoc reporting, and Business Objects functionality are not defined in this document for any of the user roles per the direction of CITPO.

Section I 

Role Descriptions

I. Provider Roles

User Role
SnareWorks Label
Provider (Attending)
provider_attending

ER Provider (Attending)
er_provider

Provider (Psychiatrist)




provider_psychiatrist

Provider (Fellow)
provider_fellow

Provider (Resident)
provider_resident

Provider (Intern)
provider_intern

Psychologist
psychologist

Mid-level Provider (NP/NA/NM)
mid-level_provider_np_na_nm

Mid-level Provider (PA)
mid-level_provider_pa

Independent Medic
independent_medic
Medical Student (Supervised)
medical_student_supervised

Provider (Attending)
1. Search for a patient record

2. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

3. View and edit patient demographic information

4. Open current encounter

5. Select AutoCite preferences and refresh AutoCite section for current encounter

6. Document Screening for current encounter

7. Document Vitals for current encounter

8. Document S/O note for current encounter

9. Assess patient and document diagnosis in the A/P module

10. Order Modify, Delete labs, rads, meds, and consults in the A/P module

11. Co-sign a consult

12. Document Procedures in the A/P module

13. Document Other Therapies in the A/P module

14. Document Add Note for current encounter

15. Document Disposition for current encounter

16. Sign encounters

17. Manage alerts (view details, address, delete [per business rules], refresh list)
18. Read, write, and delete Patient List
19. Co-sign encounters

20. Select and generate MTF, customized, preventive, and standard reports

21. Create and use personal and clinic templates
22. Read MTF and Enterprise templates

23. Modify personal and clinic favorite lists in the List Management module

24. Create, use, and delete personal and clinic questionnaires

25. View and use MTF and Enterprise questionnaires

26. Sign and cancel lab, rad, med, and consult orders submitted by a user with NPOE privileges

27. Create and use clinic and personal order sets

28. View and use MTF and Enterprise order sets

29. Manage and read patient historical data (allergies, results retrieval, medications list, problems, previous encounters, flowsheets, readiness, couplers)

30. Manage and read wellness reminders

31. Manage patient immunization information

32. Read laboratory and radiology results

33. Read encounters containing sensitive data (Break Glass privilege)
34. Read reminder mapping

ER Provider (Attending), Provider (Fellow), Provider (Resident), Provider (Psychiatrist)
Equivalent to Provider (Attending) plus the following:

35. Co-sign consult orders

36. Can not select and generate MTF reports

37. Can not cancel lab, rad, med, or consult orders submitted by a user with NPOE privileges
38. Delete clinic and personal order sets

Provider (Intern)
Equivalent to Provider (Attending) plus the following:
39. Can not delete personal and clinic questionnaires
40. Order, modify, discontinue, renew labs, rads, and consults in the A/P module

41. Order, modify, renew meds (can not discontinue medications)
Psychologist
Equivalent to Provider (Attending) plus the following:
42. Can not order labs, rads, or meds

43. Can not sign orders

44. Can not select and generate MTF reports

45. Read patient immunization information

46. Delete clinic and personal order sets

Mid-level Provider (NP/NA/NM) and Mid-level Provider (PA)
Equivalent to ER Provider (Attending) plus the following:
47. Cancel selected sign orders

48. Can not co-sign a consult

Independent Medic

Equivalent to ER Provider (Attending) plus the following:

49. Cancel selected sign orders

50. Read Medications list

51. Can not co-sign lab, med, or consult orders

Medical Student (Supervised)

52. Search for a patient record

53. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

54. View and edit patient demographic information

55. Open current encounter

56. Select AutoCite preferences and refresh AutoCite section for current encounter

57. Document Screening for current encounter

58. Document Vitals for current encounter

59. Document S/O note for current encounter

60. Read Diagnosis in the A/P module

61. Order labs, rads, and meds in the A/P module (counter signature dependent on CHCS Signature Class)
62. Order and delete a consult (counter signature dependent on CHCS Signature Class)
63. Document Procedures in the A/P module

64. Document Other Therapies in the A/P module

65. Document Add Note for current encounter

66. Document Disposition for current encounter

67. Sign encounters (with co-signature)
68. Manage alerts (view details, address, delete [per business rules], refresh list)
69. Read, write and delete Patient List
70. Co-sign encounters

71. Create, use, and delete personal clinic templates
72. Read clinic, MTF, and Enterprise templates

73. Modify personal favorite lists in the List Management module

74. Read clinic favorite lists in the List Management module

75. Read clinic, MTF, and Enterprise questionnaires

76. Read clinic, MTF, and Enterprise order sets

77. Read patient historical data (medication list)

78. Manage and read wellness reminders

79. Manage patient immunization information

80. Read laboratory and radiology results

81. Read encounters containing sensitive data (Break Glass privilege)
82. Read reminder mapping

II. Nurse Roles

User Role
SnareWorks Label
Nurse (RN) – Includes Perfusionists
nurse_rn

Nurse (RN) with limited ordering (e.g., ER)
nurse_rn_limited

Nurse (LPN)






nurse_lpn

Nurse Assistant
nurse_assistant

Nurse Wellness
nurse_wellness

Community Health Nurse
community_health_nurse

Nursing Student (Supervised)
nursing_student_supervised

Nurse (RN)-Includes Perfusionists
83. Search for a patient record

84. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

85. View and edit patient demographic information

86. Open current encounter

87. Select AutoCite preferences and refresh AutoCite section for current encounter

88. Document Screening for current encounter

89. Document Vitals for current encounter

90. Document S/O note for current encounter

91. Assess patient and document diagnosis in the A/P module

92. Submit order labs, rads, meds in the A/P module, for co-signature approval
93. Order and delete a consult

94. Document Procedures in the A/P module

95. Document Other Therapies in the A/P module

96. Document Add Note for current encounter

97. Document Disposition for current encounter

98. Sign encounters

99. Manage alerts (view details, address, delete [per business rules], refresh list)
100. Read, write, and delete Patient List
101. Select and generate customized, preventive, and standard reports

102. Create and use personal templates
103. Read clinic, MTF, and Enterprise templates

104. Modify personal favorite lists in the List Management module

105. Read clinic favorite lists in the List Management module

106. Create, use, and delete personal and clinic questionnaires

107. View and use MTF and Enterprise questionnaires

108. Sign and cancel lab, rad, med, and consult orders submitted by a user with NPOE privileges

109. Read and use clinic, MTF, and Enterprise order sets

110. Read patient historical data (allergies, results retrieval, medications list [read and write], problems [read only], previous encounters, flowsheets, readiness, couplers)

111. Manage and read wellness reminders

112. Manage patient immunization information

113. Read laboratory and radiology results

114. Read reminder mapping

Nurse (RN) with limited ordering (e.g. ER)
Equivalent to Nurse (RN) – Includes Perfusionists plus the following:
115. Can not sign orders
116. Read, write, and delete Medical Problem List
117. Read, write, and delete Medications List

118. Read, write, and delete in the Wellness module

119. Read diagnosis

120. Read and write procedures

121. Order labs, rads, meds in the A/P module (counter signature dependent on CHCS Signature Class)

Nurse (LPN)

122. Search for a patient record

123. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

124. View and edit patient demographic information

125. Open current encounter

126. Select AutoCite preferences and refresh AutoCite section for current encounter

127. Document Screening for current encounter

128. Document Vitals for current encounter

129. Document S/O note for current encounter

130. Assess patient and document diagnosis in the A/P module

131. Read labs, rads, meds, and consult orders in the A/P module

132. Read, write, and delete Procedures in the A/P module

133. Document Other Therapies in the A/P module

134. Document Add Note for current encounter

135. Document Disposition for current encounter

136. Sign encounters

137. Manage alerts (view details, address, delete [per business rules], refresh list)
138. Read, write, and delete Patient List
139. Select and generate customized, preventive, and standard reports

140. Create and use personal templates 

141. Read clinic, MTF, and Enterprise templates

142. Modify personal favorite lists in the List Management module

143. Read clinic favorite lists in the List Management module

144. Read clinic, MTF, and Enterprise questionnaires

145. View and use MTF and Enterprise questionnaires

146. Read clinic, MTF, and Enterprise order sets

147. Read patient historical data (allergies, results retrieval, medications list [read], problems [read only], previous encounters, flowsheets, readiness, couplers)

148. Manage and read wellness reminders

149. Manage patient immunization information

150. Read laboratory and radiology results

151. Read reminder mapping

Nurse Assistant
Equivalent to Nurse (LPN) plus the following:
152. Can not create personal templates
153. Read patient demographic information

154. Read patient immunization information
155. Can not complete encounter coding
156. Read access to Other Therapies

157. Read access to Disposition module
Nurse Wellness
Equivalent to Nurse (RN) – Includes Perfusionists plus the following:
158. Can not sign orders
159. Create and use clinic templates

160. Create and use clinic favorite lists in the List Management module
161. Create and user personal and clinic order sets

162. Complete Screening Services by PCM

163. Read, write, and delete the Medical Problems List

164. Read, write, and delete the Medications List

165. Read, write, and delete patient questionnaires

166. Can not read patient immunization information

167. Co-sign a current encounter

168. Delete lab, rad, and med orders

169. Read encounters containing sensitive data (Break Glass Privilege)

Community Health Nurse
Equivalent to Nurse (RN) plus the following:
170. Can not sign orders
171. Write and delete the Medical Problems List
172. Read the Medications List

173. Read access to diagnoses
174. Order labs, rads, meds in the A/P module (counter signature dependent on CHCS Signature Class)

Nursing Student (Supervised)
175. Search for a patient record

176. Read only access to Appointments and Telephone Consults modules
177. View and edit patient demographic information

178. Open current encounter

179. Select AutoCite preferences and refresh AutoCite section for current encounter

180. Document Screening for current encounter

181. Document Vitals for current encounter

182. Document S/O note for current encounter

183. Read diagnosis in the A/P module

184. Read labs, rads, meds, and consults in the A/P module

185. Document Procedures in the A/P module

186. Document Other Therapies in the A/P module

187. Document Add Note for current encounter

188. Read Disposition for current encounter

189. Sign encounters

190. Manage alerts (view details, address, delete [per business rules], refresh list)
191. Read, write, and delete Patient List 

192. Read clinic, MTF, and Enterprise templates

193. Modify personal favorite lists in the List Management module

194. Read clinic favorite lists in the List Management module

195. Read clinic, MTF, and Enterprise questionnaires

196. Read clinic, MTF, and Enterprise order sets

197. Read patient historical data (allergies [read], results retrieval, medications list [read], problems [read], previous encounters [read], flowsheets, readiness [read], couplers [read])

198. Manage and read wellness reminders

199. Manage patient immunization information

200. Read laboratory and radiology results

201. Read reminder mapping

III. Corpsman Roles

User Role
SnareWorks Label
Technician/Corpsman
tech_corpsman

Technician/Corpsman with limited ordering (e.g., ER)
technician_corpsman_limited

Technician/Corpsman

202. Search for patient record

203. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)
204. Manage patient demographic information

205. Open current encounter

206. Select AutoCite preferences and refresh AutoCite section for current encounter

207. Document Screening for current encounter

208. Document Vitals for current encounter

209. Document S/O note for current encounter

210. Document Disposition for current encounter

211. Read diagnoses

212. Document Procedures

213. Read labs, rads, and meds orders

214. Order consults in the A/P module (counter signature dependent on CHCS Signature Class)

215. Can not sign encounters

216. Manage alerts (view details, address, delete, refresh list)

217. Read, write, and delete Patient List

218. Read clinic, customized, preventive, and standard reports
219. Create and use personal templates

220. Read and use clinic, MTF, and Enterprise templates

221. Modify personal favorite lists in the List Management module

222. Read clinic favorite lists in the List Management module
223. Read, write, and delete personal and clinic questionnaires

224. Read and use MTF and Enterprise questionnaires

225. Manage and read patient historical data (allergies, results retrieval, medications list, problems, previous encounters, flowsheets, readiness, couplers)

226. Read laboratory and radiology results
227. Read flowsheets

228. Read, write, and delete patient immunization information
229. Create and use personal order sets

230. Read and use clinic, MTF, and Enterprise order sets

Technician/Corpsman with limited ordering (e.g., ER)
Equivalent to Technician Corpsman plus the following:
231. Read clinic favorite lists in the List Management module

232. Create personal and clinic questionnaires

233. Write and delete the Medical Problems List

234. Read the Medications List

235. Can not discontinue a prescribed medication
236. Create personal templates

237. Manage and view patient historical data (allergies, lab results, medications, problems)

238. Read laboratory and radiology results
239. Read access to diagnoses

240. Order labs, rads, meds in the A/P module (counter signature dependent on CHCS Signature Class)

241. Can not sign encounters

242. Can not sign orders

IV. Clerk Roles

User Role
SnareWorks Label
Scheduling Clerk
scheduling_clerk

Ward Clerk
ward_clerk

Ward Clerk with limited ordering
ward_clerk_limited 
Scheduling Clerk

243. Search for a patient record
244. Manage patient demographic information

245. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

246. Read, write, and delete Patient List
Ward Clerk

247. Search for patient record

248. Manage patient demographic information

249. Read, write, and delete Patient List
250. Read patient historical data (allergies)
251. Generate passwords for HEAR and patient questionnaires

252. Administer patient questionnaires (not the HEAR questionnaire)
Ward Clerk with limited ordering
Equivalent to Ward Clerk plus the following:
253. Manage alerts (view details, address, delete, refresh list)

254. Create and use personal favorite lists in List Management module

255. Read clinic favorite lists in List Management module

256. Read and use clinic and MTF templates
257. Read and use clinic, MTF, and Enterprise questionnaires
258. Manage patient allergy information

259. Read laboratory results

260. Read current encounter

261. Read/write encounter coding

262. Read/write labs, rads, meds, and consults

263. Read and use clinic and MTF order sets

V. Other Roles

User Role
SnareWorks Label
Patient

patient

Therapist (PT/OT/Optometry/Audiometry/Speech/Family Advocacy
therapists

Nutritionist/Dietician
Nutritionist_dietician

Worker (Mental Health)
worker_mental_health
Social Worker
social_worker

Patient Advocate
patient_advocate

Security Officer
security_officer

System Administrator
system_administrator

Coding Specialist
coding_specialist

Template_Administrator
Template_Administrator

Patient

264. Enter password and complete HEAR questionnaire
265. Read and complete couplers

266. Read and complete patient questionnaires

Therapist (PT/OT/Optometry/Audiometry/Speech/Family Advocacy)

267. Search for a patient record

268. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

269. View and edit patient demographic information

270. Open current encounter

271. Select AutoCite preferences and refresh AutoCite section for current encounter

272. Document Screening for current encounter

273. Document Vitals for current encounter

274. Document S/O note for current encounter

275. Read, write, and delete diagnoses

276. Order labs, rads, meds in the A/P module

277. Can order, sign, and delete a consult

278. Document Procedures in the A/P module

279. Document Other Therapies in the A/P module

280. Document Add Note for current encounter

281. Document Disposition for current encounter

282. Can not sign encounters

283. Manage alerts (view details, address, delete [per business rules], refresh list)
284. Read, write, and delete Patient List
285. Select and generate customized, preventive, and standard reports

286. Create and use personal templates 

287. Read clinic, MTF, and Enterprise templates

288. Modify personal favorite lists in the List Management module

289. Read clinic favorite lists in the List Management module

290. Create, use, and delete personal and clinic questionnaires

291. View MTF and Enterprise questionnaires

292. Read and use clinic, MTF, and Enterprise order sets

293. Read patient historical data (allergies, results retrieval, medications list [read and write], problems [read and write], previous encounters, flowsheets, readiness, couplers)

294. Manage and read wellness reminders

295. Read patient immunization information

296. Read laboratory and radiology results

297. Read reminder mapping

298. Write and delete the Medical Problems List

299. Read the Medications List

300. Read labs, rads, and meds in the A/P module

Nutritionist/Dietician
Equivalent to Therapist plus the following:
301. Can not read MTF and Enterprise templates

302. Read encounters containing sensitive data (Break Glass privilege)
Worker (Mental Health)
Equivalent to Nutritionist/Dietician plus the following:
303. Read and use MTF and Enterprise templates
304. Read Medical Problem List

305. Read, write, and delete Diagnoses and Procedures
306. Create and use order sets

307. Read consults
Social Worker
Equivalent to Nutritionist/Dietician plus the following:
308. Can not read clinic, customized, preventive, and standard reports

309. Read and use MTF templates
Patient Advocate
Equivalent to Social Worker plus the following:
310. Can not access the Appointments module
311. Read access to Telephone Consults

312. Can not read, write, or delete personal questionnaires
313. Read and use clinic questionnaires

314. Read Medical Problem List

315. Read access to Wellness module

316. Read couplers data

317. Read readiness information

318. Can not read patient questionnaires

319. Can not read lab or rad results

320. Read previous encounters

321. Read patient disposition 

Security Officer

322. Search for patient records

323. Use personal templates
324. Read clinic favorites lists in the List Management module

325. Delete Clinic and MTF templates and questionnaires
326. Read Patient List module

327. Read access to personal templates

328. Read and Delete access to Clinic and MTF Templates

329. Read only access to Enterprise Templates

330. Read access to the Clinic Lists

331. Read and Delete access to Clinic and MTF Order Sets

332. Modify personal and clinic favorite lists in the List Management module

333. Read and Delete access to Clinic and MTF Questionnaires

334. Read only access to Enterprise Questionnaires
System Administrator

335. Search for patient records

336. Read appointments and telephone consults
337. Read, write, and delete Patient List

338. Read and delete clinic and MTF templates

339. Read Enterprise templates

340. Modify personal and clinic favorite lists in the List Management module

341. Read and delete clinic and MTF questionnaires
342. Read Enterprise questionnaires

343. Read, write, and delete alerts system management

344. Read and modify current encounters

345. Read and write access to A/P module

346. Read and write reminders in the A/P module

Coding Specialist

347. Search for patient records

348. Manage alerts (view details, address, delete [per business rules], refresh list)
349. Read, write and delete Patient List
350. Read clinic favorite lists in List Management module
351. Read, write, and delete List Management module

352. Read personal, clinic, MTF, and Enterprise order sets

353. Read personal, clinic, MTF, and Enterprise questionnaires

354. Read patient demographic information

355. Read patient historical data (allergies, medication list, problems, results retrieval, flowsheets, previous encounters)
356. Read Wellness module

357. Read current encounter information (AutoCite, Screening, Vitals, S/O, Disposition and Add Note)
358. Read diagnoses and procedures in A/P module

359. Read order sets

360. Read lab and med orders

361. Read Other Therapies

362. Read patient immunization information
363. Generate Third Party Collection Insurance Reports

Template_Administrator

364. Manage MTF templates

365. Manage Enterprise templates

366. Manage Enterprise template folders

Lab Worker, Lab Supervisor, Rad Worker, Rad Supervisor, Pharmacy Worker, Pharmacy Supervisor

These roles are earmarked for future functionality and are not recommended for use.
VI. Dental Roles

User Role
SnareWorks Label
Provider (Dental)
provider_dental

Provider (Dental Residency Mentor)
provider_dental_residency_mentor

Provider (Dental Resident)
provider_dental_resident

Provider (Dental Stud/Int-Suprvisd)
provider_dental_stud_int_suprvisd

Provider (Dental Hygiene)
provider_dental_hygiene

Provider (Dental Asst – Exp Func’t)
provider_dental_asst_exp_funct

Dental Assistant
dental_assistant

Commander (Dental)
commander_dental
System Administrator (Dental)
system_administrator_dental
Laboratory Technician (Dental)
laboratory_technician_dental

Laboratory Supervisor (Dental)
laboratory_supervisor_dental

Scheduling Clerk (Dental)
scheduling_clerk_dental
Admin Support (Clerk-Dental)
admin_support_clerk_dental

Radiographic Tech (Dental)
radiographic_tech_dental

Provider (Dental, Dental Residency Mentor, Dental Resident)
1. Search for a patient record

2. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

3. View and edit patient demographic information

4. Open current encounter

5. Select AutoCite preferences and refresh AutoCite section for current encounter

6. Document Screening for current encounter

7. Document Vitals for current encounter

8. Document S/O note for current encounter

9. Assess patient and document diagnosis in the A/P module

10. Order labs, rads, meds in the A/P module

11. Can order and delete a consult

12. Document Procedures in the A/P module

13. Document Other Therapies in the A/P module

14. Document Add Note for current encounter

15. Document Disposition for current encounter

16. Sign encounters

17. Manage alerts (view details, address, delete [per business rules], refresh list)
18. Read, write and delete Patient List
19. Co-sign encounters

20. Select and generate MTF, customized, preventive, and standard reports

21. Create and use personal and clinic templates
22. Read MTF and Enterprise templates

23. Modify personal and clinic favorite lists in the List Management module

24. Create, use, and delete personal and clinic questionnaires

25. View MTF and Enterprise questionnaires

26. Sign lab, rad, med, and consult orders submitted by a user with NPOE privileges

27. Create, use, and delete clinic and personal order sets

28. View and use MTF and Enterprise order sets

29. Manage and read patient historical data (allergies, results retrieval, medications list, problems, previous encounters, flowsheets, readiness, couplers)

30. Manage and read wellness reminders

31. Manage patient immunization information

32. Read laboratory and radiology results

33. Read encounters containing sensitive data (Break Glass privilege)
34. Read reminder mapping

35. Access Dental module

36. Administer anesthesia

37. Sign encounters

Provider (Dental Stud/Int-Supervised)
38. Search for a patient record

39. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

40. View and edit patient demographic information

41. Open current encounter

42. Select AutoCite preferences and refresh AutoCite section for current encounter

43. Document Screening for current encounter

44. Document Vitals for current encounter

45. Document S/O note for current encounter

46. Read Diagnosis in the A/P module

47. Order labs, rads, meds in the A/P module (counter signature dependent on CHCS Signature Class)

48. Order and delete a consult (counter signature dependent on CHCS Signature Class)

49. Document Procedures in the A/P module

50. Document Other Therapies in the A/P module

51. Document Add Note for current encounter

52. Document Disposition for current encounter

53. Sign encounters (with co-signature)

54. Manage alerts (view details, address, delete [per business rules], refresh list)
55. Read, write, and delete Patient List 

56. Co-sign encounters

57. Create, use, and delete personal clinic templates
58. Read clinic, MTF, and Enterprise templates

59. Modify personal favorite lists in the List Management module

60. Read clinic favorite lists in the List Management module

61. Read clinic, MTF, and Enterprise questionnaires

62. Read clinic, MTF, and Enterprise order sets

63. Read patient historical data (medication list)

64. Manage and read wellness reminders

65. Manage patient immunization information

66. Read laboratory and radiology results

67. Read encounters containing sensitive data (Break Glass privilege)
68. Read reminder mapping

69. Access Dental module

70. Administer anesthesia

71. Sign encounters (requires Provider co-signature)

Provider (Dental Hygiene)

72. Search for a patient record

73. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

74. View and edit patient demographic information

75. Open current encounter

76. Select AutoCite preferences and refresh AutoCite section for current encounter

77. Document Screening for current encounter

78. Document Vitals for current encounter

79. Document S/O note for current encounter

80. Assess patient and document diagnosis in the A/P module

81. Order labs, rads, meds in the A/P module

82. Can order and delete a consult

83. Document Procedures in the A/P module

84. Document Other Therapies in the A/P module

85. Document Add Note for current encounter

86. Document Disposition for current encounter

87. Sign encounters

88. Manage alerts (view details, address, delete [per business rules], refresh list)
89. Read, write and delete Patient List
90. Co-sign encounters

91. Select and generate MTF, customized, preventive, and standard reports

92. Create and use personal and clinic templates
93. Read MTF and Enterprise templates

94. Modify personal and clinic favorite lists in the List Management module

95. Create, use, and delete personal and clinic questionnaires

96. View MTF and Enterprise questionnaires

97. Sign lab, rad, med, and consult orders submitted by a user with NPOE privileges

98. Create, use and delete clinic and personal order sets

99. View and use MTF and Enterprise order sets

100. Manage and read patient historical data (allergies, results retrieval, medications list, problems, previous encounters, flowsheets, readiness, couplers)

101. Manage and read wellness reminders

102. Manage patient immunization information

103. Read laboratory and radiology results

104. Read encounters containing sensitive data (Break Glass privilege)

105. Read reminder mapping

106. Cancel selected sign orders

107. Read Medications list

108. Can not co-sign lab, med, or consult orders
109. Access Dental module

110. Administer anesthesia

Provider (Dental Asst – Exp Functions)
111. Search for patient record

112. Manage alerts (view details, address, delete, refresh list)

113. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

114. Read, write and delete Patient List

115. Manage patient demographic information

116. Read clinic, customized, preventive, and standard reports

117. Create and use personal templates

118. Read and use clinic, MTF, and Enterprise templates

119. Modify personal favorite lists in the List Management module

120. Read clinic favorite lists in the List Management module

121. Read, write, and delete personal and clinic questionnaires

122. Read and use MTF and Enterprise questionnaires

123. Manage and read patient historical data (allergies, results retrieval, medications list, problems, previous encounters, flowsheets, readiness, couplers)

124. Read laboratory and radiology results

125. Read flowsheets

126. Read, write, and delete patient immunization information

127. Create and use personal order sets

128. Read and use clinic, MTF, and Enterprise order sets

129. Document Screening for current encounter

130. Document Vitals for current encounter

131. Document S/O note for current encounter

132. Document Disposition for current encounter

133. Read diagnoses

134. Document Procedures

135. Read labs, rads, and meds orders

136. Order consults in the A/P module (counter signature dependent on CHCS Signature Class)

137. Can not sign encounters
138. Access Dental module

139. Can not administer anesthesia

140. Can not sign encounters

Dental Assistant
Equivalent to Provider (Dental Asst – Exp Functions) plus the following:
141. Can not sign encounters

Commander (Dental)

142. Read MTF, clinic, customized, preventive, standard, population health, and SRTS II reports

143. Generate Dental reports
144. Access Dental Module
145. Sign encounters (if Commander sees patients in the Dental Clinic)
System Administrator (Dental)
146. Search for patient records

147. Read appointments and telephone consults

148. Read, write, and delete Patient List

149. Read and delete clinic and MTF templates

150. Read Enterprise templates

151. Modify personal and clinic favorite lists in the List Management module

152. Read and delete clinic and MTF questionnaires

153. Read Enterprise questionnaires

154. Read, write, and delete alerts system management

155. Read and modify current encounters

156. Read and write access to A/P module

157. Read and write reminders in the A/P module

158. Access Dental Module

159. Can not administer anesthesia

160. Can not sign encounters

Laboratory Technician (Dental)
161. Search for patient records

162. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

163. Access Dental Module

164. Can not administer anesthesia

165. Can not sign encounters
Laboratory Supervisor (Dental)
166. Search for patient records

167. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

168. Generate Dental Lab reports

169. Access Dental Module

170. Can not administer anesthesia

171. Can not sign encounters
Scheduling Clerk (Dental) 
172. Search for patient records
173. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

174. No access to Dental module

175. Can not administer anesthesia

176. Can not sign encounters
Admin Support (Clerk – Dental)
177. Search for patient
178. Manage appointments and telephone consults (refresh, create new appointments, check-in, check-out, transfer, cancel)

179. No access to Dental module

180. Can not administer anesthesia

181. Can not sign encounters

Radiographic Tech (Dental)

182. Search for patient records

183. Access Dental module

184. Can not administer anesthesia

185. Can sign encounters

VII. Immunization Roles

User Role
SnareWorks Label

Immunization Provider
imm_provider

Immunization Nurse
imm_nurse

Immunization Technician
imm_tech

Immunization Administrator
imm_admin

Immunization Enterprise Administrator
imm_enterprise_admin

Immunization (Provider, Nurse, Technician)
186. Search for patient records

187. Can document the administration of immunization shots
Immunization Administrator
188. Search for patient records

189. Can document the administration of immunization shots

190. Manage and modify immunization user groups

191. Place vaccinations in stock

Immunization Enterprise Administrator
192. Search for patient records

193. Can document the administration of immunization shots

194. Manage and modify immunization user groups

195. Place vaccinations in stock

196. Modify Immunization Central Vacc Mgmt

VIII. SRTS Roles

User Role
SnareWorks Label
provider_optical
provider_optical

technician_optical
technician_optical

clerk_optical
clerk_optical

Ea (Executive Agent)
ea

Provider optical
197. Access to full capabilities of SRTS II Order Entry, Order Management, and Frame Defaults
198. Read and write access to SRTS II Facility Profile
199. Generate SRTS II reports at the Clinic level
Technician optical
200. Access to full capabilities of SRTS II Order Entry, Order Management, and Frame Defaults
201. Read and write access to SRTS II Facility Profile
202. Generate SRTS II reports at the Clinic level
Clerk optical
203. Access to full capabilities of SRTS II Order Entry and Order Management
204. Generate SRTS II reports at the Clinic level
Ea
205. Access to full capabilities of SRTS II Facility Profile, Frame Defaults, Business Rules
206. Generate SRTS II reports at the Clinic and MTF levels
IX. Report Roles

User Role
SnareWorks Label
Population Health Reports
population_health_administrator

Screening_Services_MTF_Report
screening_services_mtf_report

Screening Service PCM Report
screening_services_pcm_report

reports_drug_cost_table
reports_drug_cost_table
Population Health Reports
207. Generate Population Health Reports

Screening_Services_MTF_Report
208. Access to Screening Services MTF Search

Screening_Services_PCM_Report
209. Access to Screening Services PCM Search

Reports_drug_cost_table
210. Access to the Drug Cost Reports

Section II

CHCS II User Role Decision Table
	If
	Then

	Front Desk Clerk checks in patients and verifies patient demographics
	Assign scheduling_clerk user role

	Technician documents screening, verifies allergies, and records vitals
	Assign tech_corpsman user role

	Technician assesses patients and documents diagnosis
	Assign tech_corpsman_limited user role

	Nurse examines and evaluates patients
	Assign nurse_wellness or community_nurse user role

	Clerk has to administer patient questionnaires
	Assign ward_clerk user role

	Nurse needs to place orders for patients
	Assign Nurse_RN user role

	User is a Therapist who signs patients’ notes
	Assign nurse_wellness role
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